
CODE OF PRACTICE FOR

xxxxx
 CCTV SYSTEM


System Overview and Management

Introduction

The Code of Practice aims to introduce measures to ensure accountability, high standards, good quality information and use of the System at XXXXX (use edit to replace this with your system name)
All sections of the Code of Practice and operating manual are subject to continuous review and reference should be made to the issue date shown on the front of the document.

The CCTV system will only be used to achieve the aims and objectives as set out in the Code of Practice.  Cameras will at no time, without authority, be used to look into private residences /premises.  All CCTV users will be trained in accordance with the requirements of the Code of Practice and procedural manuals. If users are required to hold a CCTV Licence under the terms of the Private Security Industry Act 2003, then they shall not operate the system until they are in possession of such a licence. All users will be aware that any misuse of the system may result in disciplinary proceedings (ie breach of Data Protection Act 1998) and in turn may bring the system into disrepute.  The Data Controller will ensure procedures prevent any misuse of the system from taking place and the necessary records are kept.

No sound recording will be used on the system. 

Location

This Code of Practice relates to the closed Circuit Television System (CCTV) installed in the areas of XXXXX.
The cctv equipment is not publicly accessible.
Why is CCTV Installed

Residents and visitors to the area covered by cameras require to be reassured that the area is a safe place to visit. CCTV is seen as a vital component to both reduce the actual incidents of crime and to alleviate the perception of crime in the minds of all visitors to the ground.
CCTV is a proven deterrent to the perpetrators of criminal activities and its presence also acts to alleviate the fear of crime in the mind of the law abiding public. 

CCTV surveillance is being utilised to deter anti social behaviour and criminal activity.
Objectives

The scheme aims to:-

· Assist in the detection and prevention of crime.

· To help provide evidential material for court proceedings.

· To deter those having criminal intent.

· To reduce the fear of crime and give confidence to the public that they are in a secure environment.

· To provide safer communities.

· To reduce acts of vandalism.

· To assist in the prevention and detection of antisocial behaviour that would deter members of the public from using local facilities

· To reduce vehicle related crime.
Management

The beneficial owner of the system is:-  XXXXX

The main contact person is:- xxxxx   tel: xxxxxxxxxxxxxx
The Data Controller is:- xxxxxxxxxxxxxxx
The Users
There may be more than one user involved in the operating the system.  All users must be fully trained and conversant with the requirements of this Code of Practice.
Partners

All partners to this scheme will sign up to these codes and accept responsibility under the Data Protection Act accordingly. (see appendix A)
Registration

The system is registered with the Information Commissioner under the Data Protection Act 1988. 
Ref No …………………………..Dated………………………………….
Signage

In accordance with the Data Protection Act, signage is in place informing the Public that they are entering an area covered by surveillance equipment. For example of signage see Appendix B.
The System

Introduction

The system provides CCTV surveillance in and around the areas of xxxxxxxxxx. (see Appendix F) Images from the cameras are transmitted to Xxxxx, where the monitoring, control and recording of the cameras is undertaken.
CCTV Coverage

The level of coverage in the areas with the cameras is designed to cover the main image sizes appropriate to the individual camera use as set out in the operational requirements.
(5% 10% 50% 100%)
Cameras comprise ptz and fixed static cameras, with some infra-red capability. (amend if necessary)
Recording

All the cameras are recorded at the xxxxx located in the CCTV control room. The camera images are recorded digitally. Should copies of images be required for evidential purposes, these will be reviewed in accordance with the release of images to third parties section below.
Management of this access and recording procedure is described in more details in later sections of this Code of Practice. (section 4.4) 
The system records images and they will be stored according to the recommendations agreed by the Data Controller. i.e. for a period of up to xx days unless required for evidential purposes, where they will be retained in a secure manner for the Police or other agency.
Control of cameras and Personal Data (see Appendix D)
The CCTV cameras from the system can only be monitored, controlled, and recorded by authorised personnel in the xxxxx. No third party control or access will be allowed without suitable permission from the Data Controller.
If contracted operating of Public Space CCTV is required, users will if necessary, be licensed under the Private Security Industry Act 2001.

Legislative Framework

Background

xxxxx recognise that the use of CCTV could potentially impact on a member of the public’s right to respect for private and family life afforded by Article 8 of the European convention on Human Rights and the Human Rights Act 1998.  CCTV will therefore only be used for the purposes set out in section 2 above and no other use will be made of images collected by the system. Where CCTV for covert or targeted surveillance purposes is carried out in accordance with the Regulations of Investigatory Powers Act 2000 (RIPA) it will be subject to the appropriate authority levels.

CCTV systems will be run in accordance with the requirements of the Data Protection Act 1998, Human Rights Act 1998 and requirements laid down in the Information Commissioner’s Code of Practice, issued under the Data protection Act 1998. (refer www.ico.gov.uk) 
Human Rights Act 1998

This code will observe Articles 3, 6, 8, 10, 11 and 14 of the Human Rights Act 1998 and will incorporate those safeguards necessary to protect the rights of privacy, except where the law permits specific surveillance activities. (for Human Rights Act 1998 see Appendix C)
Data Protection Act 1998

All Closed Circuit Television (CCTV) schemes that receive, hold or process personal data are obliged to conform to the Data Protection Act 1998. 
(for Data Protection Act 1998 information see Appendix D)
The Act covers CCTV systems used in areas where the public would have a “right to visit”.  These include, but are not limited to:-

· A place that is in private ownership, but where the public perceive no boundary

· A place where a public service is offered

· Public footpaths, roads, bridleways, etc

Regulations of Investigatory Powers Act 2000 (RIPA)

When it is necessary to carry out 'DIRECTED OR INTRUSIVE SURVEILLANCE' the appropriate authority will be obtained from the relevant authority, see Appendix E of this Code of Practice. 
Subject Access (Access by Data Subjects)

This is a right which is provided by Section 7 of the 1998 Data Protection Act.  A detailed explanation and standards are outlined in the Commissioner’s Code of Practice.

Applications by Subjects (members of the public) for copies of their images shall be done in accordance with the details set out in this code. The request must fulfil a number of conditions:
1. Requests must be made using the appropriate form, (available from the xxxxx)
2. A fee of £10 must accompany the application.
3. Applications must be in person, accompanied with proper identification to prove the applicants identity. This will usually be a passport or driving licence, or a birth certificate. Other forms of identification may be accepted at the discretion of the Data Controller.
4. Information must be provided by the applicant to assist the unit with locating those images

Images of other persons must be considered for blurring where it is decided by the data controller or his agent, that to release them to the subject applying might prejudice other persons privacy.
5. Images will not be released if their provision prejudices an investigation or interferes with the administration of justice.
Details of the form required and other details can be obtained from the Data Controller.
Camera Siting, Image Quality and Data Access

Siting the Cameras

Cameras have been sited to provide surveillance of xxxxx 
(areas covered at Appendix F)(OPTIONAL)
Static camera installations provide a fixed field of view of a particular scene e.g. entrance / exit door, external view of building etc. 
The cameras on the system that are static provide a fixed view of a specific targeted area with restricted peripheral vision i.e. they are sited in such a way that they only monitor those spaces which are intended to be covered by the equipment.
Quality of the images

Installations ensure that the cameras deliver the correct field of view and are of adequate quality for their particular requirement.  
All camera images are recorded in digital format in the cctv control room at the Xxxxx. The recorded data can only be accessed and examined at this Xxxxx.

Cameras are maintained and serviced to ensure that system quality is upheld and a maintenance log is kept.

Processing the images

Images will not be retained for longer than is necessary for the purposes They are stored in digital format for a period no longer than XX days before the images are automatically erased from the hard disc. 
All data will be handled in accordance with this code and reference should be made to the procedures manual when copying or storing data. 
Viewing of recorded data will take place in the Xxxxx by authorised personnel only. Monitors displaying images from cameras can only be viewed within the Xxxxx.

Recorded images will not be sold or used for commercial / entertainment purposes.

Access to and disclosure of images to third parties 

All users of the system will be aware of the restrictions set out in this Code of Practice in relation to access to, and disclosure of, recorded images.

Access to data (images) will be restricted to staff that need to have access in order to achieve the purposes of the system.

Disclosure of the recorded images to third parties should only be made in certain limited and prescribed circumstances:
Protocol of release of images to Third Parties
Generally disclosure to third parties will be limited to the following.
Law enforcement agencies will be permitted access to recorded material where it is necessary for the investigation and detection of a particular offence or offences or for the prevention of crime or where required under the Police and Criminal Evidence Act 1984 (PACE).
Access to recorded material may be permitted to allow statutory prosecuting authorities, such as the Crown Prosecutor, the Customs and Excise, or the Health and Safety Executive, to investigate and prosecute serious breaches of the law.
Data may be released to the media, where it is decided that the public’s assistance is required to identify a victim or perpetrator in relation to a criminal incident. (This will only be done in conjunction with the investigating officer and may require reference to any victim)
Individuals have a “right of subject access” under the Data Protection Act if they feel that data relating to them has been processed. (see section 4.5)

Access to Data (images) under the Data protection Act 1998
All staff operating the equipment will be trained to recognise a request for access to recorded images by data subjects.  Data subjects will be provided with a standard subject access request form (contact Data Controller for form).
All requests for access or for disclosure will be recorded in the Xxxxx. If access to data is denied the reason will also be recorded.
Requests for subject access will be dealt with by the designated person or directly by the Data Controller.
An individual requesting access may be required to provide information (e.g. dates, times, photograph) to assist with locating the data.  

xxxxx CCTV
Introduction
The CCTV cameras in this system are connected into communications networks enabling individual cameras anywhere on the system to be monitored, controlled, and recorded by authorised personnel working for Xxxxx. 
Key Personnel
System Manager
The xxxxx scheme is managed locally by a manager with direct control of the scheme. The  manager is responsible to the owner and has authority over the following:-


(a) staff management;


(b)
 observance of the policy and procedural practices;


(c)
 release of data to third parties who have a legal right to copies;


(d) control and security clearance of visitors;


(e)
 security and storage of data;


(f)
 security clearance of persons who request to view data;


(g)
 release of new and destruction of old data and data medium, eg Images;


(h)
 liaison with the police and other agencies;


(i)
maintenance of the quality of the recording and monitoring equipment.

The system manager retains responsibility for the implementation of procedures to ensure that the system operates according to the purpose for which it was installed and in accordance with the objectives identified for the system.

The system manager has responsibility for the day-to-day liaison with all users of the system.  This should include supervision of access to any data obtained by the system.

The system manager has a responsibility for the instigation of disciplinary procedures against users in matters relating to non-compliance with the code, operational procedures and breaches of confidentiality or the unauthorised release of data.  This breach could lead to the instigation of criminal proceedings.

The data controller (See Section 1.5) may devolve day-to-day running of the scheme to a manager, but in that the system manager is not the data controller - he or she can only manage the scheme according to the instructions of the data controller, and according to the policies set out by the data controller.

The manager is aware that if he or she acts outside the instructions of the data controller in relation to obtaining or disclosing the images, they may commit a criminal offence contrary to Section 55 of the 1998 Act, as well as breach their contract of employment.

Supervisor/Xxxxx Manager
The supervisor/Xxxxx manager has a responsibility to ensure that at all times the system is operated in accordance with the policy and all procedural instructions relating to the system, and for bringing to the immediate attention of the manager any matter affecting the operation of the system, including any breach or suspected breach of the policy, procedural instructions, security of data or confidentiality.

The supervisor/Xxxxx manager ensures that at all times users carry out their duties in an efficient and responsible manner, in accordance with the objectives of the scheme.  This includes regular checks and audit trails to ensure that the documentation systems in place are working effectively.  These systems include, for example:

· the image / cd / dvd register;

· the users log;

· the incident log;

· witness statements; (as applicable)

· faults and maintenance records;

· the security of data;

· authorised visitors.

The supervisor/Xxxxx manager ensures that users carry out their duties in accordance with good practice and that they comply with Health and Safety requirements.

Supervisors/Xxxxx managers are personnel located within the Xxxxx directly.

No users are to work without direct supervision (i.e. left continuously on their own monitoring cameras).

Operator
The operator works under the direction of the owner, system manager or supervisor and in accordance with the policy and procedural practices.

Users are responsible for the day to day operation of the system in accordance with the policy and procedural instructions.  The integrity of a system depends very much upon the activities of the users, who should be completely trustworthy, and not only observe the civil rights of the public and individuals, but also respect their privacy.

Users have a responsibility to take appropriate action to deal with incidents detected by the camera, in accordance with the procedures laid down by the policy and then record such information as required by procedural instructions, in the appropriate log

Users should have a responsibility to bring to the immediate attention of the supervisor any defect of equipment or picture transmission that adversely affects the operation of the system.

Users should become proficient in the control of cameras and operation of all equipment forming part of the system.  They should acquire a good knowledge of the area covered by the camera and ensure the information recorded or obtained by the system is accurate, adequate, relevant and does not exceed that necessary to fulfil the purpose of the system.

Access to CCTV Control Room
General Access
Only visitors with a valid reason and who have prior authorisation from the system manager will be allowed access to Xxxxx cctv system and monitoring areas.  Public access to the monitoring and/or recording facility will be prohibited except for lawful, proper and sufficient reasons and only then with the personal authority of the system manager.  Any such visits will be conducted and recorded in accordance with this code of practice.

Police Access
Police Officers may be granted access to Xxxxxs and monitoring areas for the purpose of retrieving evidence, advising on criminal intelligence, liaison and security purposes.  Generally, the Xxxxx will be advised in advance of any visit, the reason for which must be authorised by an officer of the rank of Inspector or above unless special arrangements have been made.
The Police will have authorisation at Gold and Silver Command level to enter into the Xxxxx to take direct control, in times of:-

(a)
Terrorism threats

(b)
Reasons of national security

(c)
Major incident co-ordination

Staff Access
Only trained and authorised personnel will be allowed access to monitor cameras.  
Contractor Access
Only trained and authorised personnel will be granted access to the Xxxxx or monitoring areas for the purpose of system maintenance.  A record of any work carried out on the system will be recorded in the maintenance log record. (see Appendix G)
External Inspectors/Auditors Access
Visits by Inspectors and auditors will be part of this Code of Practice.  Full details can be found on page 25 of this code of practice.

Visitors’ Book/Declaration of Confidentiality

ALL visitors will be required to sign a visitors’ book.  A template is included within the Procedural Manual.  Visitors are required to make an undertaking that all information witnessed during their visit will be held as confidential.  The visitors’ book will act as a ‘declaration of confidentiality’.  The declaration of confidentiality will form part of the access notice before entering the Xxxxx or monitoring area.  A copy of the declaration of confidentiality will be included within the visitors’ book to remind visitors of their obligations.  Standard templates are included in the Procedural Manual.  The wording of the statement of confidentiality (declaration) will read:-

“In signing this visitors’ book, all visitors to the CCTV monitoring room acknowledge that the precise location of the CCTV monitoring room and personal details of those operating the system, is and should remain, confidential.  Visitors further agree not to divulge any information obtained, overheard or overseen during the visits.”

Visitors will sign the visitors’ book on arrival and enter the exact time of arrival and purpose of the visit.  For security purposes, the car registration and company/organisation should also be entered.  On departure the exact time will be inserted into the visitors’ book.

By signing the visitors’ book, visitors agree to abide by the confidentiality requirement of entry into the Xxxxx or monitoring area.  

Xxxxx Physical Security

Authorised personnel will normally be present at all times when the equipment is in use.  If the monitoring facility is to be left unattended for any reason (ie bomb threats/fired drills etc) the room must be secured.

The monitoring room will at all times be secured using an approved locking system operated by Xxxxx staff or ‘digital lock’ requiring alpha numeric code for entrance or other equally secure means. 

A fixed view camera located externally to the Xxxxx is required to enable the operator to view visitors before granting entry. 

Log on Procedures

All staff using the system will be required to log on/off when the system is in use/not in use either in the Occurrence Book or using the control systems in place.

Documentation

Full records are maintained to ensure that there is a full audit trail and history relevant to procedures.  This can be done manually or electronically.  Log books or databases etc should be sequential so that entries cannot be overwritten or removed.  Manually, they are to be completed in ink with mistakes and alterations clearly legible.  Alterations should be initialled by the Systems Manager or supervisor.  

The following logs and administrative documents are kept within the Xxxxx:-

(a)
Visitors’ Book (Appendix H)
(b)
Staff signing on/off 

(c)
Incident logs indicating details of time, date, location, nature, operator dealing and action taken (Appendix I)
(d)
Routine camera patrols, whether undertaken manually or through the utilisation of pre-set times.

(e)
Privacy zones, detailing where, for any reason, it is necessary to encroach on private areas that are not part of the contractual patrol  ( Data Protection Act).

(f)
Shift register containing duty, weekly leave and annual leave details of all staff.

(g)
Video image/Digital disc (CD, DVD) register identifying image/CD, DVD changes, times and removal of images/CD, DVD.  (See the Procedural Manual relating to image management).

(h)
Image/CD, DVD viewing/copying register identifying who has viewed images CD. DVD, reasons and working copies made. (Appendix J)
(i)
Hard copy print register to identify the location and time of video prints taken and referenced to a unique reference number (URN).

(j)
Recorded audio register, detailing incoming/outgoing telephone calls and radio traffic.

(k) 
Maintenance procedures and user manuals for the operation of equipment.

(l)
Directed surveillance request/cancellations etc as per RIPA requirements.

(m)
Any other documentation as specified by the Security Systems Manager, Community Safety.

Monitoring

Monitoring by the Xxxxx will be 24 hours a day, 7 days a week (24/7).  

Users monitor the cameras on the network on a proactive basis i.e. they will vary their activities in response to circumstances at the time, and intelligence provided by System Managers and the Police in preference to a fixed schedule. 

Communications

A number of separate communication systems will be in operation within the Xxxxx.  All systems are to be used strictly in accordance with operating procedures laid down by the suppliers/users.  For Police radio systems UHF/VHF and AIRWAVE the procedures and protocols will be supplied by the relevant Police Department (ie Communications).  Any misuse of Police Systems within the Xxxxx may lead to the removal of that system and/or disciplinary measures.

In the event of an incident being observed by a CCTV operator, contact will be made as per the procedures laid down in the operational manual by either by radio/telephone.

Analogue Recording and Image Administration

Video images recorded in the Xxxxx are only to be used under secure conditions for the following authorised purposes:-

Production in court of law for evidential purposes.

Production by xxxxxx for lawful purposes in connection with its statutory duties.

Recorded Material Management

General

Xxxxxxx is  committed to the belief that everyone has the right to respect for his or her private and family life and their home.  Although the use of CCTV cameras has become widely accepted in the UK as an effective security tool, those people who do express concern tend to do so over the handling of the information which the System gathers.

Arguably CCTV is one of the most powerful tools to be developed during recent years to assist with efforts to combat crime and disorder whilst enhancing community safety.  Equally, it may be regarded by some as the most potent infringement of people’s liberty.  If users, owners and managers of such systems are to command the respect and support of the general public, the systems must not only be used with the utmost probity at all times, they must be used in a manner which stands up to scrutiny and is accountable to the very people they are aiming to protect.

After considerable research and consultation, the nationally acknowledged British Standards Institution CCTV Codes of Practice has been adopted as a template in the construction of this document.

For the purposes of this Code ‘recorded material’ means any material recorded by, or as the result of, technical equipment which forms part of The System, but specifically includes images recorded digitally, or on video image or by way of video copying, including video prints.

Every video or digital recording obtained by using The System has the potential of containing material that has to be admitted in evidence at some point during its life span.

Members of the community must have total confidence that information recorded about their ordinary every day activities by virtue of The System, will be treated with due regard to their individual right to respect for their private and family life.

It is therefore of the utmost importance that irrespective of the means of format (e.g., paper, copy, video image, digital image, CD or any form of electronic processing and storage) of the images obtained from the system, they are treated strictly in accordance with this Code of Practice from the moment they are received by the monitoring room until final destruction.  Every movement and usage will be meticulously recorded.

Access to and the use of recorded material will be strictly for the purposes defined in this Code of Practice only.

Recorded material will not be copied, sold, otherwise released or used for commercial purposes or for the provision of entertainment.

Recorded material should be of the high quality required by the courts if it is to be admitted in evidence.  It is essential, therefore, that recorded material evidence maintains total integrity and continuity at all times.

Appropriate security measures have been taken to prevent unauthorised access to, or alteration, disclosure, destruction, accidental loss or destruction of recorded material.

Hard copy prints or recorded material will not be released to organisations outside the ownership of the CCTV system other than for training purposes, or under guidelines referring to the release of information for the purposes of identifying alleged offenders or witnesses, in accordance with the CCTV code of practice.

A hard copy print is a paper copy of an image, which already exists on recorded material and should not be taken as a matter of routine.  The person making the print is responsible for recording the full circumstances under which the print is taken, with reasons, in accordance with procedures.  Ideally, each print should be allocated a unique number, which is recorded in the appropriate log.

If material is to be shown to witnesses, including police officers, for the purposes of obtaining identification evidence, it must be shown in accordance with the disclosure of data guidelines contained within this Code of Practice.

It may be beneficial to make use of ‘real’ video footage for the training and education of those involved in the operation and management of CCTV systems, and for those involved in the investigation, prevention and detection of crime.  Any material recorded by virtue of The CCTV system will only be used for such bona fide training and education purposes.  

General Processing Policy

All requests for the release of data shall be processed in accordance with this Code of Practice.  All such requests should be channelled through the data controller. See page 6 above.
Note:  The data controller is the person who (either alone or jointly with others) determines the purpose for which and the manner in which any personal data are, or are to be processed.

Day to day responsibility may be devolved, usually to the scheme manager.

Every request for the release of personal data generated by this CCTV system will be channelled through the System Manager . The System Manager will ensure the principles contained within this Code of Practice are followed at all times.

In complying with the release of data to third parties, it is intended as far as reasonably practicable, to safeguard the individuals rights to privacy and to give effect to the following principles.

Recorded material shall be processed lawfully and fairly, and used only for the purposes defined in this Code of Practice;

Access to recorded material will only take place in accordance with the standards outlined in this Code of Practice;

The release or disclosure of data for commercial or entertainment purposes is specifically prohibited.

Members of the police service or other agency having a statutory authority to investigate and / or prosecute offences may, subject to compliance with this Code of Practice, release details of recorded information to the media only in an effort to identify alleged offenders or potential witnesses.  Under such circumstances, full details will be recorded in accordance with the guidelines outlined within this document.

Recording Equipment

Recording equipment shall be checked regularly to ensure it is in good working order.

Equipment shall be subject of regular professional servicing.

Equipment will only be operated by a person who has proven ability or who has been trained. (If required an SIA CCTV Operator Licence will be held by an operator)
Quality

Good quality recording material and equipment is used as this significantly increases the chances of making a good recording.

Equipment used for making recordings is maintained in good working order.  Regular and professional servicing is carried out, in accordance with the manufacturer’s recommendations.

Details of recording and monitoring equipment are documented.

Images

It is important that the images produced by the equipment are as clear as possible in order that they are effective for the purpose(s) for which they are intended.  This is why it is essential that the purpose of the scheme is clearly identified.  For example if a system has been installed to prevent and detect crime, then it is essential that the images are adequate for that purpose.  The Third, Fourth and Fifth Data Protection Principles are concerned with the quality of personal data.  The standards to be met under this Code of Practice are set out below.

Video images used in the Xxxxx are  good quality images to ensure compliance with (Third and Fourth Data Protection Principles).

Images will be reused a maximum number of 12 times before they are replaced.  

Before images are reused, they are first erased by a image degausser  machine and the action recorded.

Super VHS images (SVHS) are used to obtain the best standard of definition.

Image Storage

Images are :

(Videotapes)
kept in a controlled temperature (15-24 C) avoiding extreme conditions

removed from recording equipment, particularly when switched off
video tapes to be packed vertically in cases and kept away from electric or magnetic fields

(All Media)
stored in a secure cabinet 
Smoking/eating must not take place in image storage/use area.

Images are individually and uniquely identified and labelled.

Recorded Material (Processing of Images)

Xxxxx shall be regarded as the owner of recorded material including ownership of the copyright of any such material.

Images will be retained for no longer than is necessary (Fifth Data Protection Principle)

Once the retention period has expired, the images will be removed or erased (Fifth Data Protection Principle).

General Image Recorded Material

General image recorded material will be retained for XX days, with images thereafter being recycled into normal usage.

All requests to view a recording should be made to the system manager who must ascertain that the request is legitimate and warrants access.

Imaged material may on occasions be used for training and demonstration purposes.

Evidential Images and Access Issues

If the images are retained for evidential purposes, they will be retained in a secure place to which access is controlled (Fifth and Seventh Data Protection Principles). 
Once images have been determined to contain evidence, they will come under the rules of Criminal Justice System and be treated accordingly. In this respect, the Data Protection Act may not be applicable for disclosure purposes. (See exemptions to releasing Data)
No unauthorised access will be allowed to recorded video images containing evidence.  
Access to recorded images is restricted to staff that need to have access in order to achieve the purpose(s) of using the equipment (Seventh Data Protection Principle).  
All access to the medium on which the images are recorded should be documented (Seventh Data Protection Principle)
Access to the recorded images will be restricted to a manager or designated member of staff who will decide whether to allow requests for access by third parties in accordance with the agreed documented disclosure policies (Seventh Data Protection Principle).  
Once it is apparent that an image may contain material of evidential value, then it must be dealt with in accordance with the Operational guidelines. This may mean copied onto CD/DVD or archived for later copying or archiving into a separate hard drive area.
Original images will not be played to witnesses unless under the supervision of the Police or other agency
Copy images must only be made on authorised equipment and after an official request. A register of copies made will be maintained for audit purposes. (see Appendix )
The first copy – the master copy, immediately after being copied, will be labelled, and sealed in a case and entered in the recording system (as an exhibit).  This is in order to preserve its integrity in respect of any further evidential use.

A working copy of the master image will be made at the earliest opportunity.  It is not practical to copy long periods of activity, except for serious offences.  In most cases the copy image should cover the evidential section of the master image only (and 5 minutes either side).

Continuity of the use of all images, both master and copy from original recording and subsequent court viewing, must be accounted for with witness statements.

Requests from defence solicitors for copy images must be routed through the Crown Prosecution Service (CPS) and then the local Police Administration Support Unit.  The CPS will advise on disclosure.

Where copying a master image takes place on behalf of defence, it should not be done without the authorisation of the CPS and a second copy will be prepared at the same time which will be forwarded to the CPS (to ensure they are aware of all materials disclosed to the defence).

No charge will be levied for the first copy of an image to the defence. Any subsequent copies may be charged for at the set charge. 

Access to images may be provided in accordance with the release of images to third parties protocol. Usually this is in connection with civil disputes.  A charge may be levied for any request.

On removing the medium on which the images have been recorded for the use in legal proceeding, the cctv manager will ensure that they have documented:

1. The date on which the images were removed from the general system for use in legal proceedings. 

2. The reason why they were removed from the system. 

3. Any crime incident number to which the images may be relevant. 

4. The location of the images
For example - if the images were handed to a Police Officer for retention

The signature of the collecting Police Officer, where appropriate. (Third and Seventh Data Protection Principles).

Viewing of Images

Facilities may be provided to enable evidential images to be viewed by authorised persons.

Viewing of images for identification must be considered against all the issues relevant to the subject of identification.

Viewing of the recorded images will take place in the reviewing suite or other secure environment not open to general viewing.  Other employees should not be allowed to have access to that area when a viewing is taking place (Seventh Data Protection Principle).

Removal of the medium on which images are recorded, for viewing purposes, is documented as follows:

(a) 
The date and time of removal

(b) 
The name of the person removing the images

(c)
The name(s) of the person(s) viewing the images.  If this should include third parties, this includes the organisation of that third party

(d)
The reason for the viewing

(e) 
The outcome, if any of the viewing

(f) 
The date and time the images were returned to the system or secure place, if they have been retained for evidential purposes.

All users and employees with access to images should be aware of the procedure which needs to be followed when accessing the recorded images (Seventh Data Protection Principle).

Monitors displaying images from areas in which individuals would have an expectation of privacy cannot be viewed by anyone other than the authorised employees or the user of the equipment (Seventh Data Protection Principle).

Video Prints

A video print is a copy of an image or images which already exist on video image / computer disc.  Such prints are equally within the definitions of ‘data’ and recorded material.  (eg still photograph from images of live incidents)

Video prints will not be taken as a matter of routine.  Each time a print is made it must be capable of justification by the originator who will be responsible for recording the full circumstances under which the print is taken in accordance with this Code of Practice.

Video prints contain data and will therefore only be released under the terms of this Code of Practice, under ‘Release of data to third parties’.  If prints are released to the media, in an effort to identify alleged offenders or potential witnesses, full details will be recorded in accordance with this Code of Practice. 
A record will be maintained of all video prints taken. The recorded details will include: 
· a sequential number, 
· the date, 
· time and location of the incident, 
· date and time of the production of the print and the identity of the person requesting the print., (if relevant) 
· and the purpose for which the print was taken. (Appendix  )
The records of the video prints taken will be subject to audit in common with all other records in the system.

All users will be trained in their responsibilities under this Code of Practice in respect of copying; they should be aware of:

a. The user’s security policy e.g., procedures to have access to recorded images.
b. The user’s disclosure policy. See the section on access to and disclosure of images to  third parties. Page 6
c. Rights of individuals in relation to their recorded images. 
Recorded Material Register

Image Register

There should be a register documenting the complete life of each image from the time of its creation up to and including any presentation at court as an exhibit until its destruction.  The principle of such a register is to show the life of the image at all stages whilst in the owner’s possession.  It is essential that integrity and continuity be maintained.  Such a register may also show itself to be useful to enable evaluation of the video security installation, as it will contain information relating to the number of images and cases where video evidence is obtained.

The register should ideally be a bound book with printed, numbered pages to prevent loose-leaf pages being removed and/or replaced.  Before use each image should be indelibly marked, ideally on the body, with a unique reference number.  A template is included in the Procedural Manual.

Each image medium will have a unique tracking number/record maintained in accordance with this Code of Practice which will be retained for at least three (3) years, after the image has been destroyed.  The tracking record shall identify every use and person who has viewed or had access to the image since the initial breaking of the seal to the destruction of the image.

The register should include the following:

(a) 
unique image reference number
(b) 
image type
(c) 
details of purchase: from whom purchased and delivery date
(d) 
time/date/person placing image in store
(e) 
time/date/person removing from secure storage for use
(f) 
time/date/person returning image to secure storage after use
(g)
remarks column to cover additional points, for example: erase/  destroy/handed over to police/removed from recording machine
(h)
time/date/person responsible for any subsequent removal of the image
(i) 
time and date of delivery to the police, identifying the police officer  concerned
(j) 
time/date/person responsible for erasure and/or destruction
Making Recordings

The following procedure will be followed:

(a)
Before recording, test that all equipment is working efficiently.

(b)
Check time/date selection is correct.

(c)
Record image identification URN. 

(d) 
Maintain records of the operator(s) of the equipment.  This enables the manager to establish who was operating the equipment at any given time.

(e) 
Record without interruption, wherever practicable.  Any interruption should be recorded.

(f) 
On completion of the recording, remove and file appropriately the image from the recorder.

Images will then be returned to secure storage, and recorded in the image register.

VCR (where used) (Analogue)
Where VCR is still in use, the same method of copying and audit should be adopted to ensure continuity of evidence.
Incident Policy

The day to day operation of the system will be recorded in a Occurrence Day Book which will be a hard backed A4 book. This will include issues that are not considered Incidents but require the details to be noted down. Examples of what should be recorded include but are not restricted to;

· Visitors to the room – Police etc

· Change of operators and breaks from screen

· Minor events, such as a request to monitor traffic flow or specific persons entering a building
· Etc.

In the event of an incident being observed by a CCTV operator, action will be taken in accordance with local procedures. Refer to any Manual of Guidance or Assignment Instructions.
An incident is defined as an unusual occurrence requiring more than just a routine response and requiring additional resources to be deployed. 

A record of all incidents will be maintained by users in the appropriate incident log.  The information to be recorded will include anything of note that may be useful for investigative and evidential purposes or future system assessment and evaluation. (See Example Incident Log Appendix )
Who makes the response?

The Operational Procedures- Assignment Instructions identify who should be responsible for making the response to an incident.  Depending on the incident, this may be:-


-
Police 

-
Private Security Staff


-
Local Authority staff, ie Wardens


-
Other nominated personnel

Directed Surveillance
Directed Surveillance is defined as covert surveillance which is part of an organised investigation of operation and is not an immediate response to the incident. An example would be the Police asking CCTV to monitor a particular vehicle covertly because a drug transaction is going to take place.
Any directed surveillance must have proper requests in place before any surveillance takes place. The Data Controller will be contacted in all cases where a request has been received for Directed Surveillance. 
Intrusive Surveillance

Intrusive Surveillance is where a device or person is placed in or on the subject property or vehicle. This type of surveillance WILL NOT be carried out by Public Space CCTV systems operated by xxxxxx.

Personnel Issues

Key Personnel - Roles

The description of key personnel and their particular roles is set out in this Code of Practice.

Security Screening of Staff/Identification

All personnel whose employment involves, or may involve, the acquisition of information or access to information or equipment, the improper use of which could involve a risk to the security of the organisation, any client of the organisation, or any third party, will be security screened in accordance with xxxxxx Human Resources Policy.
NOTE:
This applies to personnel, irrespective of whether they are engaged full-time or part-time, or on a permanent or temporary basis.

All users employed in the Xxxxx at any level will be subject to an in-depth security background check before commencing their duties in the Xxxxx.  Full police screening will take place prior to any offer of employment.  At any time should an operator or anyone who has access to the CCTV centre be convicted or cautioned for a crime then in that instance a decision will be made in conjunction with the Data Controller and the police as to the continued suitability of that operator.

All staff and visitors are to have adequate formal identification which includes a photograph of the individual working or visiting the Xxxxx.  These details should be checked against a formal list of staff/visitors authorised for access.  All Police Staff will have authority identification.

Recruitment and Selection

A personal interview should be conducted to assess the following:

(a) 
physical ability;

(b) 
mental aptitude and intelligence;

(c) 
literacy;

(d) 
personal documentation (birth certificate, driving licence, passport, service records,   etc.).

Only competent, trustworthy and reliable persons will be employed, preferably on a full-time basis.  Persons employed on an occasional or part-time basis will be checked prior to their appointment to the same level as full-time employees. 

Successful candidates should present a medical history prior to commencement of employment, and should demonstrate good general health and mobility by undergoing physical tests (by the employer), including an eyesight and hearing test.

Procedures should be in operation to ensure that the physical condition of employees is maintained throughout their employment.  If there is a change in a person’s duties, they should undergo further physical tests, if appropriate.

Terms and Conditions of Employment
Persons should not be required to work hours that may be detrimental to health or efficiency and any shift pattern should comply with the European Directive of Working Hours. 

Employees should not work consecutive shifts (an individual’s shifts should be at least 8 hours apart).

Breach of Conditions of Employment

Whilst the conditions of employment will be in accordance with a formal contract of employment, the following are regarded as a breach of the terms and conditions of CCTV employment: 
(a)
neglecting to complete a required task at work promptly and diligently, without sufficient cause;

(b)
leaving a place of work without permission, or without sufficient cause;

(c)
making or signing any false statements, of any description;

(d)  
destroying, altering, erasing or removing documents or records without permission;

(e) 
divulging matters confidential to the xxxxxx, either past or present, without permission;

(f) 
soliciting or receipt of gratuities or other consideration from any person, or failure to account for keys, money or property received in connection with business;

(g) 
incivility to persons encountered in the course of duties, or misuse of authority in connection with CCTV business;

(h) 
behaving in a manner likely to bring discredit to xxxxxx, or a fellow employee;

(i) 
using uniform, equipment, or identification without permission;

(j) 
reporting for duty under the influence of alcohol or restricted drugs, or use of these whilst on duty;

(k) 
failing to notify the employer of any conviction for a criminal or motoring offence, or a police caution, or having been summoned or charged with any offence;

(l) 
permitting unauthorised access to CCTV premises by any person;

(m)
using unofficial equipment not issued as essential to an employee’s duties, or use of a client’s equipment or facilities without permission.

NOTE:  This list is not exhaustive and does not include actions that in any case constitute criminal offences.

Every person involved in the management and operation of the system will have access to a copy of the Code of Practice.  They will be required to sign a confirmation that they fully understand the obligations adherence to these documents places upon them and that any breach will be considered as a disciplinary offence.  (Appendix ) They will be fully conversant with the contents of the document, which may be updated from time to time, and which he/she will be expected to comply with as far as is reasonably practicable at all times.

Training of Staff
General

Good training is essential to achieve effective and proper use of CCTV.  When a potential incident occurs, the operator has to be able to react to monitor the event accurately and not lose information that could be pertinent to any future investigation.

Employees will be trained by persons who are suitably qualified.  Staff should be qualified at a suitable level on appointment, or be offered and be capable of meeting in-service training requirements. 
There are a number of suitable qualifications available to be taken by CCTV staff and xxxxxx will consider the suitability of staff to undertake these courses.
Only personnel who are fully trained or under supervised training in the use of the systems monitoring equipment, communication system and the operational and management procedures required under this Code of Practice will be permitted to undertake duties on CCTV monitoring.

NOTE:
The Criminal Procedure and Investigation Act, 1996 lists procedures, which ensure that all relevant information, including that which could substantiate the case for the defence, is catalogued. Training in these matters is therefore essential.
Training Plan (a suitable training plan can be obtained from www.cctvtraining.com) 
Staff will undergo a formal training plan that includes the following:

(a) 
working conditions/terms of employment (including information about Health and Safety Regulations);

(b) 
the use of all appropriate equipment;

(c) 
the operation of all appropriate systems (including knowledge of all sites to be monitored);

(d)
the management of recorded material, including the requirements for handling and storage of material needed for evidential purposes;

(e) 
all relevant legal issues;

(g) 
privacy and disclosure issues;

(h) 
disciplinary policy.

The training plan should also provide the following:

(1) 
the means to evaluate the effectiveness of the training given;

(2) 
the delivery of further training where identified as being necessary;

(3) 
a scheme of ongoing continuous development;

(4) 
the maintenance of records of all training given.

Regular refresher training should be programmed to keep in touch with changes in legislation/technology, etc.

A training period will be undertaken, which is appropriate to ensure at least the minimum competence to carry out the specified duties.

Xxxxx accepts that the most important factor in a CCTV scheme is the quality of staff operating the system.  It is a requirement that they are trained and qualified to undertake CCTV operating in order to provide the best possible pictures available and maintain the integrity of a system in gathering evidence for court.  CCTV images have been immensely successful in securing convictions at court and to continue this trend, xxxxx is committed to maintaining and improving high quality CCTV management and operation.

Others who may be involved in the use of information gathered by virtue of the CCTV system, (e.g., investigators, managers, etc.) will be properly educated in respect of the Code of Practice and this Manual. They should be made aware of the capabilities and limitations of the system and their responsibilities with regard to the handling or recorded material.

The management team will ensure that employees are trained and certified by external written and practical examination to a level, which will enable them to carry out their duties prior to them being allowed to take up work in the Xxxxx.  

Requirement to Give Evidence

Users may at any time be required to attend court and give supporting evidence to the contents of analogue or digital stored evidence. This evidence will be in the form of a statement.  The users involved would be the person or persons who:-

monitored the Incident

loaded the image
removed the image
handled the image for any reason

made copies

Downloaded the digital data

Produced the CD/DVD
Health and Safety

All CCTV monitoring centres are places of work for the purposes of Health and Safety at Work Regulations and are subject to the normal risk assessments.

The shift patterns adopted include sufficient breaks to ensure the health and productivity of the operating staff, and compliance to this should be auditable.

The Health and Safety at Work Act (HASWA) places a responsibility on both employers and employees to ensure a safe working environment.

Welfare

Users are encouraged to take short tea/coffee breaks as appropriate.  It must be acknowledged that in the event of an emergency within the building there will be times when the room is unattended.  It is important that members of staff acknowledge that the concentration span of any operator is very limited.  Conversely users are not expected to be absent from the room for an undue period or at key times of the day/night.

At no time will unqualified staff undertake maintenance or interfere with equipment other than in accordance with the guidelines issued by manufacturers for normal operating procedures.

Discipline

The system owner or manager will ensure that any procedural systems introduced are capable of being monitored to ensure compliance.

The system manager will have responsibility for maintenance of discipline on a day to day basis.

The system manager/supervisor will from time to time spot check video samples (analogue and digital) to ensure monitoring is to the required operational requirements. (In cases of Public space CCTV it is only right that members of the public are reassured that systems are operated in accordance with these codes and supervisor checks is a part of that reassurance process)
Disciplinary procedures (in accordance with xxxxxx Human Resources policy) will be introduced that incorporate compliance with the policy and operational procedures.  All staff will be made aware of these procedures. 

Every individual with any responsibility under the terms of this Code of Practice and who has any involvement with the schemes to which they refer, will be subject to the discipline code.  Any breach of this Code of Practice or of any aspect of confidentiality will be dealt with in accordance with those discipline rules. (see above)

The system manager will accept primary responsibility for ensuring there is no breach of security and that the Code of Practice is complied with.  He/she has day to day responsibility for the management of the room and for enforcing the discipline rules.  Non-compliance with this Code of Practice by any person will be considered a severe breach of discipline and dealt with accordingly including, in serious cases if appropriate, the instigation of criminal proceedings.

Every person involved in the management and operation of the system will have access to a copy of this Code of Practice.  They will be required to sign a confirmation that they fully understand the obligations that these documents place upon them and that any breach will be considered as a disciplinary offence, ie Declaration of Confidentiality.   They will be fully conversant with the contents of the documents, which may be updated from time to time, and which he/she will be expected to comply with as far as is 
Inspections/Evaluations and Audits

Generally

Various audits and inspections are required to satisfy the requirements of the Data Protection Act 1998 and to ensure that the system meets the criteria laid down by the Home Office for full evaluations of the schemes.

Random System Audits / Inspections

Xxxxx will, at periodic intervals, arrange for random system audits/inspections to take place ensure that this Code of Practice and the Procedural Manual and guidance notes are being fully complied with.  The person carrying out the inspection / audit should not be directly connected to the scheme but should fully understand the processes involved. If decided, xxxxxx will adopt  a quality control system for example ISO or BSIA to ensure quality. 

Access required for these random system audits/inspections may be required at short notice and without prior warning.  Any deficiencies noted at the time of inspection will be passed to the Data Controller to be addressed.  The supervisor will also carry out his/her own spot checks and weekly/daily checks to ensure that users are complying with this code.  Dip sampling of images at regular intervals will be carried out to ensure compliance.

Annual Audit

An annual audit is to be carried out by Xxxxx auditors or other appropriate person who will be responsible for auditing the operation of the system and compliance of this Code of Practice.  
Auditing will also ensure that xxxxxx is getting money for value and should include measurements using Key Performance Indicators. Audits will include examination of the monitoring room records, video image/CD/DVD histories, and the content of recorded material.  Where schemes operate within the public domain, consideration should be given to an independent audit before publication of the annual report.

The audit should consider the following:


(a)
The level of attainment of objectives and procedures


(b)
Random audits of the data log and release of information


(c)
The review policy


(d)
Standard costs for the release or viewing of material

The annual audit may be made available to members for inspection. 

Technical Standards Reviews

As part of the annual audit each CCTV scheme should subject to an assessment so as to meet a minimum technical requirement. This should be done in conjunction with any operational requirement specification for each camera and the Home Office recommendation for CCTV design. (copies from cctvtraining.com)
Where technical improvements can be made to the operational effectiveness of the scheme, recommendations will be documented and submitted to the xxxxxx CCTV Steering Group for consideration under best value principles.

If it is necessary to make environmental changes affecting the performance of the scheme, the system manager will facilitate the changes to be made to improve its operational requirement, e.g. trees obscuring cameras may require pruning or the camera may need to be re-sited.

The technical standards reviews will become an integral part of the Annual Review document and long term planning of the scheme.

Annual Review 

Following the audit process, a review document will be produced on an annual basis to provide information on the operation and performance of the system. 

The topics covered within the report may include details of the following:-

(a)
Description of the scheme and geographical area(s) of operation.

(b)
The scheme’s objectives and/or policy statement and whether they remain valid.

(c)
The purpose and scope of the scheme.

(d)
Changes to the management and operation of the CCTV scheme.

(e)
Any changes that has been made to the policy.

(f)
Proposals to expand or reduce the operation of the scheme.

(g)
Aims and objectives for the next 12 months.

(h)
Contacts for maintenance/suppliers and performance of contractors.

(i)
A review of data protection and legal requirements to ensure compliance.

(j)
Any operational benefits of the scheme.

The report will include statistics to justify the effectiveness of the CCTV schemes.

The results of the report should be assessed against the stated purpose of the scheme.  If the scheme is not achieving its purpose, it should be discontinued or modified. (Data protection Act 1998)
The annual report should also provide details of the scheme’s achievements during the previous 12 months, which may be based on information already held by the scheme.  The assessment of the scheme’s performance should include:-

(i) the number of incidents recorded by the scheme
(ii) the number of incidents reported to the police.


(iii)
types of crime as indicated in the report template.


(iv)
an assessment of the CCTV scheme’s impact on crime levels.

The aim of the assessment is to identify measures of performance which will reflect on the impact/effectiveness of the scheme and to be able to set appropriate key performance indicators (KPI) for the future effectiveness under best value guidelines.

Further information and assistance can be obtained by contacting;
Cctv training.com ltd

98 Poyle Road

Tongham

Farnham

Surrey

01252 678589

admin@cctvtraining
.com

www.cctvtraining.com 
Appendix A

Other Parties to xxxxxx CCTV System;

Insert details of other partners to the CCTV scheme
Name of Organisation



Contact Details

1.

2.

3.

4.

5.

Human Rights Information







Appendix C

Xxxxxxx is a public authority and is bound by the Human Rights Act 1998. The outline of thearticles applicable to CCTV are produced below;

Article 3 - Prohibition of Torture (Absolute)

The right not to be subjected to inhuman or degrading treatment which may be defined as using cameras to follow females closely or zoom in to certain parts of the female anatomy.
Article 6 – Right to a Fair Trial (Absolute)

The right to a fair trial.
· the right to a fair hearing - the right to a public hearing  - the right to a hearing before an independent and impartial tribunal  - the right to a hearing within a reasonable time.  Evidence collected by CCTV will be available to any defence.
Article 8:  Privacy Issues (Qualified)

Everyone has the right to respect for his or her private family life, home and correspondence.

There can be no interference except in accordance with the law:

· is necessary in a democratic society
· in the interests of national security, 

· public safety or 
· the economic well being of the country,

· for the prevention of disorder or crime,

· for the protection of health or morals,

· or for the protection of the rights and freedoms of others.


Article 10 –Freedom of Expression (Qualified)

· The right to hold opinions and express views, 

· however unpopular or disturbing.
· May only be restricted in certain circumstances

Article 11 – Freedom of Assembly & Association (Qualified)

· The right to assemble with other people in a peaceful way.

· The right to associate with other people

· Including the right to form a trade union.

· These rights may be restricted only in specified circumstances.

Article 14 Prohibition of Discrimination (Qualified) – to be applied to all Rights

· Prohibition of Discrimination
·    on any ground such as sex, race, colour, language, religion, political or other opinion, national or social origin, association with a national minority, property, birth or other status.

· Everyone has equal rights whatever their status

Appendix D

The Data Protection Act 1998 sets out 8 principles for the processing of personal data. These are outlined as follows:

1. Data must be processed fairly and lawfully,

2. processed for limited purposes, specified and lawful

3. adequate, relevant and not excessive, - relates to positioning of cameras
4. accurate and up to date

5. not kept for longer than is necessary, 
6. processed in accordance with individuals rights, - subject access rights £10 etc
7. kept secure, - not released, destroyed etc without proper authority
8. not transferred to non EEA countries without appropriate protection.

More information can be obtained from xxxxxxx  and any request to have a copy of your data can also be obtained from the Data Controller on the following telephone number; xxxxxxxxxxxxxxxxxx
Appendix E

The Regulation of Investigatory Powers Act 2000
This legislation deals with using CCTV in a covert manner. It is very unlikely that Public Space CCTV operated by xxxxxx will be used in a covert manner. However, if it is requested, any request must fulfil the legal requirements of having a proper authorisation and be proportionate to what is being undertaken.

An example might be where the Police request a vehicle to be covertly observed using public space cctv

as part of a pre-planned or ongoing investigation. This would require a properly authorised request as it is not an immediate response to the event.

Authorisations will be treated as confidential due to the nature of the activity. This process is overseen by the Governments Surveillance Commissioners, who audit this procedure regularly and publish a report.

Further information can be obtained from the Surveillance Commissioners; 

www.surveillancecommissioners.gov.uk/












WARNING





Draft copy July 2010. Please feel free to download and make amendments to suit your organisation. CCTV Training.com ltd takes no responsibility for any errors or misuse of cctv as a result of using this document.


All contents are purely for advisory purposes and before any completed codes are used, they should be agreed by the Data Controller and any other legal advice available to the owners of the system.





PLEASE FEEL FREE TO DOWNLOAD THIS CODE OF PRACTICE AND USE IT FOR YOUR SYSTEM. YOU WILL NEED TO MAKE SOME CHANGES TO SUIT YOUR OWN SCHEME AND OBVIOUSLY CHANGE SOME NAMES.  IF YOU EDIT AND REPLACE xxxxx WITH YOUR OWN ORGANISATION NAME IT WILL MAKE CHANGES THROUGHOUT THE DOCUMENT
































